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Atea’s Commitments to NIS2

Purpose

The purpose of this document is to:

• Outline how Atea meets the requirements of the NIS2 
Directive across all mandated areas.

• Communicate the commitment to all relevant stakeholders 
and interested parties, including management, customers, 
regulatory bodies and employees.

Background

On 16 January 2023 the Revised Network and Information 
Systems Directive (NIS2 Directive) entered into force. As 
Atea operates in the digital infrastructure and ICT service 
management sectors it is important that the organization 
ensures compliance with the NIS2 Directive and any related 
applicable legislation.

Atea commits to fulfilling all requirements outlined in the NIS2 
Directive   by implementing a comprehensive risk management 
framework, robust incident response and reporting processes, 
supply chain security processes, and employee training. This 
document provides an overview of Atea’s alignment with each 
of NIS2 Directive’s mandates, demonstrating our commitment 
to cybersecurity and resilience across all critical operations.

Organizational Overview

Entity Classification

Atea is classified as an essential entity operating in the digital 
infrastructure and ICT service management sectors. Atea 
offers a wide range of IT services including cloud computing, 
data center and managed IT services and therefore, is subject 
to NIS2 Directive.  

Compliance Governance

Atea has established an Information Security Management 
System (ISMS) which serves as the backbone of security 
governance including compliance with applicable cyber 
security legislation. Controlling compliance with NIS2 
Directive and relevant applicable laws is the responsibility of 
Atea Group Security organization. Read more about the Atea 
Group Security organization here.

Compliance with applicable security laws and regulations 
is controlled at a minimum annually by performing internal / 
external security audits and assessments. 

Framework and standard adoption

Atea manages information security according to internation-
ally recognized standards and is ISO 27001 certified. See the 
latest certificates here.  

Jurisdiction

Atea operates in Norway, Sweden, Denmark, Finland, Estonia, 
Latvia, and Lithuania, with its corporate headquarters and 
holding company Atea ASA established in Norway. Following 
article 26 of NIS2 Atea ASA will designate a representative in 
Sweden (Atea Sverige AB) and be subject to Swedish juris-
diction considering that the Atea’s Swedish entity is with the 
highest number of employees in the European Union.

Atea’s Statement on NIS2 Areas

Risk Management

Atea has established a robust Information Security Risk 
Management Process that is operational across all countries 
where Atea operates. The Information Security Risk 
Management Process enables Atea to implement appropriate 
risk management measures proportionate to the risk posed to 
networks and information systems. 

Atea has established an Information Security Executive 
Council (ISEC) consisting of Atea COO, Atea Group CISO, AMS 
Executive Vice President and Atea Group CIO. This governance 
body is established to make strategic and tactical decisions 
regarding cybersecurity at Atea and ensure strategic oversight 
of cybersecurity risks and risk management measures.   

https://www.atea.com/information-security/
https://www.atea.com/information-security/
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Atea Group CISO reports to ISEC on a quarterly basis regarding 
cybersecurity risks, their treatment plans and management 
measures.

Incident Detection and Response

• Atea’s Preparedness: Atea’s incident management 
process is robust and well-structured, ensuring swift and 
effective responses to security incidents. The Incident 
Management team is at the core of this process, managing 
complex incidents and ensuring effective containment and 
recovery.

• Incident Management Team: The Incident Management 
team is composed of skilled professionals trained to 
handle various types of security incidents. They follow 
a predefined Incident Response Plan, which outlines the 
steps from detection to recovery. This team is responsible 
for incident assessment, containment, eradication, and 
recovery efforts.

• Escalation: When an incident is detected, the Incident 
Management team conducts an initial analysis to determine 
its severity and impact. If the incident is significant, it is 
escalated to Group Security. Group Security ensures that 
appropriate measures are taken and that the incident is 
reported in compliance with NIS2 timelines.

• Compliance with NIS2 timelines: Atea adheres to the 
NIS2 Directive by ensuring that initial notifications are sent 
within 24 hours of detection, followed by detailed reports 
within 72 hours, and comprehensive final reports within 

one month. This structured approach ensures that all 
incidents in scope are managed efficiently and in compli-
ance with regulatory requirements.

Supply Chain Security

Atea has established a Supplier Relationship Policy and 
supplementing processes to address information security in 
supplier relationships. 

• New suppliers: All new suppliers delivering services or 
products to Atea are subject to validation for acceptance 
by Atea Demand Process which includes vendor assess-
ment and security validation of the vendors in scope. The 
Atea Procurement process finalizes contractual agree-
ments, eventual due diligence and vendor onboarding.

• Current suppliers: Vendors are subject to annual contract 
review and security review.

Access Management and Personnel Security

Access management and personnel security adheres to Atea 
ISMS requirements and are controlled by ISO 27001 certifi-
cation.

NIS2 training is part of Atea’s continuous employee security 
awareness training program.

System Security and Operational Controls

System security and operational controls adhere to Atea ISMS 
requirements and are controlled by ISO 27001 certification.

Read more about Atea System Security and Operational 
Controls here.

Business Continuity and Disaster Recovery

All business units within Atea are tasked with responsibility 
for business continuity planning. Atea maintains a crisis 
management program at both the Group and business unit 
levels. This program serves as the foundation for handling 
crises and encompasses business continuity, supported by 
underlying disaster recovery plans. Business continuity and 
disaster recovery plans are tested regularly to ensure business 
operation and system recovery efficiency.

Policy and Documentation Review

Atea’s security policies and security governing documentation 
are reviewed annually or when significant changes in threat 
or regulatory landscape occur. All documentation is version 
controlled and maintained in accordance with ISMS Document 
Management and Control Procedures.

Continuous Improvement 

Atea is committed to continuous improvement involving 
regular assessment and enhancement of security measures 
to address the threats, risks and regulatory changes.

Published January 2025

https://www.atea.com/media/c1hchjxd/information-security-at-atea.pdf?v=638739061186850692
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Finland
Atea Finland Oy
Rajatorpantie 8
FI-01600 Vantaa
Tel: +358 (0)10 613 611
Org.no 091 9156-0
customercare@atea.fi
atea.fi

Lithuania
Atea UAB
J. Rutkausko Street 6
LT-05132 Vilnius
Tel: +370 5 239 78 30
Org.no 122 588 443
info@atea.lt
atea.lt

Latvia
Atea SIA
Unijas Street 15
LV-1039 Riga
Tel: +371 67 819050
Org.no 40003312822
info@atea.lv
atea.lv

Estonia
Atea AS
Järvevana Street 7b
EE-10112 Tallinn
Tel: +372 610 5920
Org.no 10088390
info@atea.ee
atea.ee

Group Logistics
Atea Logistics AB
Nylandavägen 8A
Box 159
SE-351 04 Växjö
Tel: +46 (0)470 77 16 00
Org.no 556354-4690
infoatealogistics@atea.se

Group Shared Services
Atea Global Services SIA
Mukusalas Street 15
LV-1004 Riga
Org.no 50203101431
ags-communication@atea.com
ateaglobal.com

Group Functions
Atea Group Functions A/S
Lautrupvang Street 6
DK-2750 Ballerup
Org.no 39097060
info@atea.dk

AppXite
AppXite SIA
Matrozu Street 15
LV-1048 Riga
Org.no 40003843899
info@appxite.com
appxite.com

Holding
Atea ASA
Karvesvingen 5
Box 6472 Etterstad
NO-0605 Oslo
Tel: +47 22 09 50 00
Org.no 920 237 126
investor@atea.com
atea.com

Norway
Atea AS
Karvesvingen 5
Box 6472 Etterstad
NO-0605 Oslo
Tel: +47 22 09 50 00
Org.no 976 239 997
info@atea.no
atea.no

Sweden
Atea Sverige AB
Kronborgsgränd 1
Box 18
SE-164 93 Kista
Tel: +46 (0)8 477 47 00
Org.no 556448-0282
info@atea.se
atea.se

Denmark
Atea A/S
Lautrupvang Street 6
DK-2750 Ballerup
Tel: +45 70 25 25 50
Org.no 25511484
info@atea.dk
atea.dk
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